Objective

We have to defeat the enemies
and save the earth!!



Our contributions

@ Introduce a new concept of analysis
framework to use easily

o perform analysis of normal application by using web

Proxy

@ Introduce methodologies for implementing

our concept

o pros and cons of the methodologies

® Demonstrate use cases



Define Keyword

e Web Application
o consist of usually script languages
0 operate based on web server/client

e Normal Application

0 executable binary except for web applicaton
o PE, ELF, etc.

e Web Proxy
O a tool for web application analysis
o Burp suite, paros, fiddler, etc.



What’s wrong?




Existing methodologies/tools

for application analysis

Web Application analysis

® casy to use and operate using a web proxy

fiddler,

etc.)

(burp,

paros,

e monitor and modify contents without difficulty

EE

dler - HTTP Debugging Proxy.
Fle Edt Rules Tools View Help

B Burp Suite Professional

Burp Intruder Repeater Window Help

[ Target Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts |

") 4sReissue X+ b Resume Al Streaming

AutoDecode @) Process Aiter 4 Find [l Save 15 @ LaunchIE G Clear Cache 3% Encoder [ Tearoff

History | Options | — T e g"“"’"‘bm = << 1| @) statistics | 12 Inspectors | £ AutoResponder | @ Request Bulder | [ Fitters | [£] Log | = Timelne
o e Headers | TextView | WebForms | HexView | Auth | Raw | JSON | XML
Request to https://0b7bd624bab7. mdseclabs.net:443 [67.202.9.175) LS S - Request Headers [Raw]) (Haader Definiions)
| Fowad ||  Drop Interceptison | | Acton | = (2) HITP s2.up.com jwp-contentjthemesst || [GET ZHTTP/1.1
—— HTTP s2.wp.com  jwp-contentjthemesjt = Client 2
Raw | Params | Headers | Hex | = et canecom Kk Accept: image/qif, image/x-xbimap, -shockwave-flash, */*
POST /auth/315/Default.ashx HTTP/L.L X HITP pixel.quantserve.com fpixel;r=369982956;| Accept-Encoding: g2ip, deflate
: :mbd taiare ‘M)xsxc‘ni: NT €.1; WOWE4:; rv:16.0) Gecko/20100101 Firefox/1€.0 r HTTP b.sc dres: . Acmp-Lingusge o0 7
i A L sl e I | cool;l(si:vs-ﬁ}g:‘r:;:i:lodlaM.U(corroallble;MSIES.D;WmdowsNYSJ;Svl; NET CLR 2.0.50727; AsKTbFXTVS/S.9
: 3 e v
" < >
u—T::[P‘apm ication/x-vwv-£o = ;. 1o s Response is encoded and may need to be decoded before inspection, Click here to transform.
Content-Lengeh: 28 i sl Transformer | [Headers | TextView | ImageView | HexView | WebView & Auth | Caching | Privacy
username=adminspassvord=tmeeg| HTTP cms.abe.net  fpix?cide12378wid=80 Raw XML JSON
HITP  rev-srviBinplaytu...  [StreamReceiverfserv — || FYSSeyrsy (BRIl e e Dahnhens
HTTP  tournasdmitriosl.w... | HTTP/1.1 200 OK.
HTTP s2.wp.com  fwp-contentjthemes/t 5 Cache A
HTTP s2.wp.com  Jwp-contentjthemes/r Date: Fri, 24 Jun 2011 15:20:11 GMT
HTTP 2.wp.com  fwp-content/mu-plugir Vary: Accept-Encoding
HTTP : princhadesfimages/s Vary: Cookie
t Lf d = Entity
) 4s T i Conkent-Type: textfhtrl; charsetwUTF-8
=) 4 i ur Lf . . = Miscellaneous
- 4 b t f rron ¥ Link: <http:ffwp.mefVLqB>; relmshortink
< > Sarver: neiny hs
b < >
v
1 match Captuing  + Al Processes 1/71  http:fjtournasdmitrios].wordpress.comf

+ | [ > | |password




Existing methodologies/tools

(cont’d)

Normal Application (excutables) analysis

®¢ much harder and complex than web application (GDB, IDA,
Ollydbg, windbg, etc.)

® In secure channel, how can we check the contents?

File Edit Jump Search View Debugger Options Windows Help
4 v o] | B B8 |4 10| dct PR D O dbuggr =] T Y z Oosors Mocow Hi
F“ ALY ‘I x ‘Aol\\‘muﬁg : \ﬂ@Ix > :lDNndeTuesev‘ Sk «‘e _‘I‘h‘ ‘ = sl )

@ CPU - main thread, module MALDEMO
Library function ~ Data W Regular function " Unexplored Wl Instruction  External symbol

7] Functions window 0 & x| [F)IbAView-AE) | [F)Pseudocode-B () | ()Pseudocode-Al) | (O] Hex View-A L) | [A] Structures [ | |
Function name B [TEX T EXPORT _K T
kdp_register_send receive X ¥t 42
interface =
p_set_ip_and_mac_addresses
punregister_link 4 = -0x14
p-unregister_send_receive -
m_os_free
m_os_malloc
kern_os_malloc_size
kem_os_realloc
kernel_debug
_kernel_debug1
7| kemel_debug_enter
|71 kemel debug_register_callback
[] emel.thread_start iscress e smo Doissssemie
Fd
Il
il
7 32 rd_8037€290
¥ 21
7] _kmem_alloc_kobject 21
7] kmenm_free 21
Z 2 loc_see.
iz 21
IFa| 2
7 printf by
171 Jck.atr_alloc.init _,J — N <
« JO00A21EE [800A31EE: _kprintf+
Line 2705 of 37177 K|

[Z] Output window

125 cae o v . |



Challenges for application

analysis

We cannot

save the earth

IJSiJu; our resources

Lack of time and manpower



How to solve a problem?

Need a EASY tool



So what??

BinProxy : A New Paradigm for Binary

Analysis



FE Cio|HAMH YA AR i)

.ol & & O

-
& BinProxy.Demo

None

Beforezlnjections

| Interceptis off

Raw Headers Hex




Key Features

We do not need gdb and ollydbg
to analyze applications any more.

g 1le la

eading symbhols fri \users\thomas schmid\lah2h\13
gdbh> # Invoke debhuy ite in Cortex—M3 mode

gdh) target remote | a—none—eahi-sprite" flas’ ‘cpu=Cortex—M3 “./V
emote debugging using yrm—none—eahi-sprite" 4 pro:?cpu=Cortex—M3 “./"
hrm—none—eabhi-sprite: U memory map .//memoy s.xml
hrm—none—eabhi-sprite: Tal veset

px6088051c in ?7?
ory access to just regions ined in link
gdbh) set mem inaccessibhle—X fault off
gdbh> # Disable the watchdog

gdh> #iset *Ax400060180 = Bx4C6

gdbh) # Specify user applicatiol t oz ie
gdh) set *AxEBVAVEDAS = Bx200000¢

gdh) # Load the program

gdbh)> load

oading section .text, size Bx98 2 alalalslalals}
oading section .data, size Bx4 4 . 19098
tart address Bx200080800, load 15%

ransfer rate: 3 KB/sec. 78 hy ritel

gdh) # set a temporary hreal ¢ at mal

gdh)> th main

emporary hreakpoint 1 at ,1008086

gdbh)> # Run the applicatji

gdh) cont
ontinuing.

OllgDbg - MALDEMO. exe

.done.

ript

emporary hreakpoint sx20000886 in main O

dh>



Key Features (cont’d)

Should we use the difficult tools for simple analysis?
You can monitor and control the normal applications

with your favorite web proxy

E Burp Proxy - olEN

[ Intercept THistory T Options ] [ Request I Original response TEdited response |
‘ Fiter: Hiding CSS, image and general binary content ‘ CJ
_[ Raw T Headers T Hex ]

# A |Host | Method | URL | Params | Modified | Ste

oU MpITIZTeS. ZU.2ZTe7 53358 GET TapposTingr7u |E4] OJ UIA H"I"'I‘p“," l . l :DD OP:
61 http://192.168.20.216:53388 GET /appltoString/?0 20 . .

P appiostring @ o Server: BinProxy

62 http://192.168.20.216:53388 GET /appltoString/?0 ) g 20 ) - B N , o -
63 hitp://192.168.20.216:53388 GET /appltoString/?0 @ @ 20 Content-Type: text/html; charset=UTF-8
64 http://192.168.20.216:53388 GET /appitoString/?0 @ g 20 BinProxySec: 3
65 http://192.168.20.216:53388 GET /appitoString/?0 (] (4] 201 Content-Length: 4
66 http://192.168.20.216:53388 GET lapp/toString/?0 €4} g 201y

< J S

abcecd

Request | Original resp TEdﬂed response] 2. modify retu rn Value
Raw | Headers m

HTTP/1.1 200 OK

Server: BinProxy [ ) J L < jt + J [ . J v; ne 3 search term
Content-Type: text/html; charset=UTF-8

BinProxySeq: 3
Content-Length: 4

1231 | 1. original return value

»

— ! 3. Click Forward Button
w LJ u u pe & search te 0 matches




Key Features (cont’d)

We do not want to use difficult IDA tool
to analyze applications any more.

Eile Edit Jump Search View Debugger Optid
SEleva-|[ffm%|S | 3w
Al Il |
Library function  Data Ml Regular function
| 7] Functions window 08 x| [ eudocode-B | | (TF] Pseudg
Function name 5| q R

External symbol

_kdp_register_send_receive

kdp_unregister_link
kdp_unregister_send_receive

STHIA.W
oy

kernel_debug_register_callback
kernel_thread _start
kev.msg._post
kev_post.msg
kev._vendor_code_find

ADD
RS

anem_alloc
ke _alloc_kabject
kmem _free

kmputc

knote

knote_atach
knote_detach

kprintf
Ick_attalloc_init

= SSERSERSSRSSSSSSSSSE SRR

Line 2706 of 37177
Output window




Key Features (cont’d)

You can know what functions are existed in target apps and
what functions can be monitored.

Burp Suite Free

Burp Intruder Repeater Window Help

[J Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

i Site map | Scope

| Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders CJ
v http1/127.0.0.1:53388 Host | Method | URL | Params | Status & | Length | MIME type T
Vv & target_app http://127.0.0.1:53388 GET Jtarget_app/java.net.... @ 200 115 text
¥ [ java.net.URLConnection

v/

| [7) disconnect

[7] getContentEncoding

[7) getPermission

[7) getRequestMethod

[7) getResponseCode

[7) setRequestMethod
¥ [T java.util.String

v/
| [#) compareTo -
; [7) compareTolgnoreCase < \ J >
g t
| % Eg:tc:ins Request | Response
% :ﬁz;m‘(iquals Raw | Params | Headers | Hex
i [?) equalsignoreCase GET /target_app/java.net.URLConnection/?getContentEncoding HTTP/1.1 A
[7) getBytes Accept: */%
[) getChars Accept—Language: en )
[3) hashCode User—Agn?nt. BinProxy V-Client
[?) indexOf Connection: close
[-z]intern Host: 127.0.0.1:53388
| D lastindexOf BinProxySeq: 167
D Ias rt]h ex BinProxyControl: HOOK
7] leng
| [2) matches
[7) regionMatches
[?) toString
[7) toupperCase v
| [7) trim




Overall Achitecture

~

\

Client Application - CL

Ul Module - CU J

-

Server Application - SV

[ Ul Module - SU

[ Comm Module - CC ]‘

Hook Module
-HK

-

~N

Target Application - TA

{
,l Comm Module - SC ]

\

PH

-

Web Proxy
Module - PO
Virtual Virtual
Web Web
Server Client-
-Vs vC

pad

N
Web Proxy - WP
cO



Components

®¢ Target application
o smart phone apps, excutable program based on Windows, OSX and etc.

® Web Proxy
o0 A user-friendly proxy to be used for analysis (ex. burp,
paros, ..)

®¢ BinProxy Client
O 1s Operated in the target application is installed
0 communication module : communicate with BinProxy server

o hooking module : modify the flow of functions.

® BinProxy Server
O 1s Operated in the web proxy is installed

0 communication module : communicate with BinProxy client and web
Proxy



What You Need

Need things to make BinProxy




Intercept function call &

Forward i1t to a Web proxy

Main techniques for implementation

how to control function calls by using web proxy

Convert Functions

T4 haking@live:/ramdisk/home/haking a0 X

Tupe "shou copying” to see the conditions.

There is absolutely no warranty for 6DB. Tupe “shou warranty” for details.

This 6DB was configured as "1386-redhat-1inux-gnu"...Using host libthread_db 1ib
rary "/1ib/tls/libthread_db.so.1".

(gdb) list

1 void fn(char *a) {

2 char buf[101;

3 strepy(buf, a);

q printf("the end of fn\n");
5 }

6

7

8

nain (int argc, char *argvll) {
fnlargvl1]);

9 printf("the end\n");

10 }

(gdb) break 3

Breakpoint 1 at Bx8048362: file stack_1.c, line 3.

(gdb) run ARARRARARAARAARARARRARAARARAAR

Starting program: /randisk/home/haking/stack_1 ARARRRRRARRARRRRRRARRARARRRAARA

Breakpoint 1, fn (a=Bxbffffc2b ‘A’ <repeats 3@ times) at stack_1.c:3
3 strepy(buf, a);
(gdb)

B 8urp Suite Professional (=
Burp Intruder Repeater Window Help
Target | Proxy | Spider | Scanner [ intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Aterts |
J Site map] Scope ]
Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders ?
v hitp://0b7bd624bab7 mdseclabs.net Host Method | URL Params | Sta... 4| Length | MIME type | Title
U/ http: 2 GET 32/ L 200 2765  HTML Contacts
| addressbook hitn [i0h7hdf24hab? _ POST _faddressbook/32/De. ™ 200 3100  HTML Contacts
>[5 admin [ hitp://0b7bd624bab7 32/De @ 200 4914 HIML Contacts
> ap Add to scope Jaddressbook/32/De. @ 200 2835 HIML Contacts
> :U";( Spider this branch Jaddressbook/32/De () 200 2765 HIML Contacts
d an|
Actively scan this branch
» [ cclookup
Passively scan this branch
» [ employeeq
» BB avor Engagement tools >
b 4 T
adbac Compare site maps
filestore Expand branch
search Expand requested items
» [ settings Delete branch
» [ shop Copy URLS in this branch [oot et 2
> [ updates Copy links in this branch Vindows NT €.1; WOWE4; rv:1€.0) Gecko/20100101
> £ https://0b7bd Save selected items
xhtml4xml, application/xml;q=0.9, */*;q=0.8
Site map help
Referer: http://Ob7bdé24bab7.mdseclabs.net/labs/lab.ashx?lab=7
v
<|(+][> 0 matches



Function monitoring and

Function Controlling

Main techniques for implementation (cont’d)

API / User—-defined function

Hooking



Function monitoring and

Function Controlling

Main techniques for implementation (cont’d)

Dynamic function Hooking

No need a pre-compilled hooking code
Dynamic target function selection



Function monitoring and

Function Controlling

Main techniques for implementation (cont’d)

Return value,

primitive / refernce

type arguments



Target function selection

Main techniques for implementation

] _ml_at_interrupt_context 8001F920

= _ml_io_map 8001F940

= _ml_get_entropie S001FATS

=| _ml_stack_remaining B001FAS0

'=#| _current_thread S001FAED

=| _enable_kernel_vfp_context 8001FBB4

= _05SynchronizelQ S001FBDS

'=#| _copyinstr 8001FDE4

' ' = _copyin S001FESS
Extraction API lists ] _copyout BOD1FF48
'=#| _ml_get_interrupts_enabled 8002029C

= _ml_set_interrupts_enabled 800202C0

'=#| _ovbcopy 80020924

(= _memmove 80020930

= _memset 80020C58

'=#| _bzero 80020C70

=#| _strlen 80020078

=] _strnlen 80020DES




Target function selection

(cont’d)

Main techniques for implementation (cont’d)

Extracting user-defined fuctions
-a F1nding out Args and Types

J

e NeNeNe

~

[N I N I O e R A

~e.

[
-
e '4..
Q G @ §
— = a0 00

sub_805B2E94
sub_805B2E &4
sub_805B2EB4
sub_805B2ECH
sub_B805B2ED4
sub_805B2EE4
sub_805B2EF4
sub_80582F04
sub_805B2F14
sub_805B2F24
sub_805B2F34
sub_805B2F44
sub_805B2F54
sub_805B2F64
sub_805B2F54
sub_805B2F94
sub_805B2F &4
sub_805B2FB4
sub_805B2FE4
sub_805B2FF4
sub_805B83004
sub_B805B3014
sub_805B83024
sub_80583034
sub_805B63044



Target function selection

(cont’d)

Monitoring £
-> Selecting

18:48:53:660:247,6

18:50: 59:060: 33,4
18:49:53:660:447,5

18:43:53:660:337,7
18:43:53:660:536,5

18:48:53:662:451,9
18:43:53:662:550,0

9:062:496,4
43:53:662:744,8
18:43: 536623443

SetRectfipre: 0x0000000000FFO070: feft
SetRect{ore: (x0000000000 FOBAD: (eft:
GatDC(iind: OxO000000000000000)

bottom =25,

14ighte 583, top e

POC: ONFFFFFFFFES11106)
bottom w274}, x 1%

%3, bottom = 230) x

Setectfipre: O

ReleaseOC (Hiind: (xDO00000000000000 HOC: OxFPFPFPFFES.
1FOCFO: (leftm 14,11ght =553, topm
0 1FOD70: (eft
ectfiprc: (RO0000 08A0: (et
GetDC (Hiind: CxDOOOOR000000000)

ReleaseDC (ind: On

HOC: ONFRFFFFEFES.

Setfectipre: O
Refease0C (Hind: 0xO000000000000000,HOC: OxFFFFFFFFEN.

589, top= 315, bottom =337}, x1

ight= 583, top = 336,bottom = 358}, x 10000,
FightwSE3, tom TA2,bestom m 354) x 1200
000,

£4,1ight= 558, top =237, bottom =255}, x 125000, .

2,botom = 274), x 1-0x000.

Main techniques for implementation

(cont’d)

unction calls and statistics

target functions easily

0x0000000000000001  explorerframe.di + Ox0000000000045AE9
00000000000 explorerframe.di + (x00000000000459 16
OFFFFFFFFED explorerframe.dl + CxO00000000004A 26

D000 explorerframe.dl + Oul

044339

explorerframe.di + (x00000000000459 16
explorerframe.di + Ox00000000000454E9

explorerframe.dl + Ox000000000004A26F
explorerframe.di + 0w 044339
explorerframe.di + 0x00000000000453 16

OMFFFFFFFESOLI0N  exploresrframe.di + (NO00000000004A 26"
Ox000000000000000 oxplorerframe.d + 0x000000000004A 339
Ox000000 0 00459 16
w0000

Cx0000000000000001
ONFFFFFFFFED11108

0000000044335
000000000045916

exviorerframe.di + ON00000000000459 16

10.

M Internet Explorer

B Safari

W Chrome
Firefox
Mozilla Compatible Agent
Android Browser
Opera
|IE with Chrome Frame
NaverCafe

RockMelt

53.94%

20.21%

13.13%

574%

453%

0.98%

0.67%

0.34%

0.33%

0.05%




How to make?

the way of building BinProxy




How to interwork with a web
proxy - BinProxy Client

.)

int hooked func(argl, arg2, ..
{

arg_string = make arg string(original_argl, original_arg2, ...);

new_arg_string = send_to_server_and wait("
HOOK_INFO*“before_call”*#{original_ function_name}~"*#{arg string}");

* hooked_func send before call message to BinProxy Server through
communication module.
* before call message = function name + the value of arguments

* After sending a before call message, the hooked func will be blocked until
getting response from BinProxy Server.

( new_ret_string == ret_string )
ret;

parse(new_ret_string, 1);



How to interwork with a web

proxy - BinProxy Server

BinProxy Server convert a before call message into
HTTP request format for delivering the message to

Web Proxy.

POST http://127.0.0.1:53388/function name

Host: target app name
User-Agent: BinProxy

01 414141




How to interwork with a web

proxy - Web Proxy

‘® 00

Burp Intruder Repeater Window Help

| Target | T Spider 1 Scanner T Intruder T Repeater T Sequencer T Decoder

J T HTTP history \ WebSockets history T Options ]

w Request to http://127.0.0.1:53388

| Forward || Drop J " Interceptis on | | Action J

J RawT Params T Headers T Hex ]

GET /target_app name/function name/?414141 HTTP/1.1
Accept: */%*

Accept-Language: en

User-Agent: BinProxy V-Client

Connection: close

Host: 127.0.0.1:533886

BinProxySeq: 12

BinProxyControl: HOOK




How to interwork with a web
proxy - BinProxy Client

.)

int hooked func(argl, arg2,
{

arg_string = make_arg string(orig

. execute an original function
new_arg_string = send_to_server_a
HOOK_INFO"“before_call™*#{origiiiav &

P =1L § Tfluls_JLl.Lllsj' I

( new_arg_string == arg_string )
ret = original_ func(original_argl, original_arg2, ...);

ret = original_func(parse(new_arg_string, 1), parse(new_arg_string, 2

P ¥

ret_string = make_ret_string(ret);

new_ret_string = send_to_server_and wait("
HOOK_INFO~*after_call”™*#{original_function_name}**#{ret_string}");

After sending an after call message,
hooked_func will be blocked until getting response from BinProxy Server.



How to interwork with a web

proxy - BinProxy Server

BinProxy Server convert a after call message into
HTTP response format for delivering the message to
Web Proxy.

HTTP/1.1 200 OK

Date: Mon, 04 Aug 2014 17:22:59 GMT
Server: BinProxy

Content-Length: 1
Connection: close

Content-Type: application/return




How to interwork with a web

proxy - Web Proxy

Burp Intruder Repeater Window Help

l Target I ProxyTSpider Scanner Tlntruder Repeater [Sequencer [Decoder TComparer TExtender IOptions TAIerts

| Intercept I HTTP history \ WebSockets history ] Options ]

Filter: Hiding CSS, image and general binary content

# A Host | Method | URL | Params | Edited | Status |
67 http://127.0.0.1:53388 GET /target:app_nameffunction_name/?414141 ] (J 200
<

| Request I Response 1
J Raw T Headers T Hex ]

HTTP/1.1 200 OK

Server: BinProxy

Content-Type: text/html; charset=UTF-8§
BinProxySecq: 14

Content-Length: 1

0



How to interwork with a web
proxy - BinProxy Client

.)

int hooked func(argl, arg2,
{

arg_string = make arg string(original_argl, original_arg2, ...);

new_arg_string = send_to_server_and wait("
HOOK_INFO*“before_call”*#{original_ function_name}~"*#{arg string}");

( new_arg_string == arg_string )
ret = original_ func(original_argl, original_arg2, ...);

ret = original_func(parse(new_arg_string, 1), parse(new_arg_string, 2

P ¥

ret_string = make_ret_string(ret);

new_ret_string = send_to_server_and v

SOOI U IR NI SEGELEY  return the value BeEUtSE

( new_ret_string == ret_string )
ret;

parse(new_ret_string, 1);



How to make?

Ways of build android client & PoC




Key Requirements

How +o Hook 777

what & How
To Extvact 277




Key Requirements

- What & How To extract ..

java.math

java.net

java.nio
java.nio.channels
java.nio.channels.spi
java.nio.charset
java.nio.charset.spi
java.security
java.security.acl
java.security.cert

\ java.security.interfaces
java.security.spec

Applications

Application framew-~

k“" oS java.sql
Surface Media SQLite java.text
manager framework java.util
java.util.concurrent.atomic
java.util.concurrent.locks
S | libe
java.util.logging
Linux kernel java.util.prefs
java.util.zip
Keypad driver m Audio drivers \ N L
javax.crypto.interfaces

java.util.concurrent
OpenGL/ES FreeType m
java.util.jar
Display driver Flash memory drive java.util.regex
javax.crypto.spec




Key Requirements

- What & How To extract ..

We can use for hooking in Android :

« Cydia substrate for Android

* Introspy-Android (GUI Interface + Cydia Substrate )

* AndHook(Android Hooking Framework)

« ADBI(Android Dynamic Binary Instrumentation Toolkit)

« [Paper] Hooking on Android -2014 CodeEngn Conference

Cydia Substrate

The powerful code modification plat==\behind Cydia. & ‘ f‘f o




ADBI

(Android Binary Instrumentation Toolkit)

Dynamic Dalvik Instrumentation Framework for Android (old)
- Collin Mulliner, SummerCon 2013.
https://qgithub.com/crmulliner/adbi (current)

Applications

Application framework

2 Yo L Libraries Android runtime
i 1YL= Medla
. 7 o work

/2B = f
dvmUseINIBridge Bkit
] InterceptIUse DVM Methods -
dvmFind¥irtualM on Dalvik VM L|brary
dvmFindLoadedCl: Linux Kernel

dumpMethods (Ilbdvm.so)
dvmFindClassByNcS

Fllsll memory driver 8 Binder (IPC) driver
Wi-Fi driver Audio drivers



Binproxy Client modules for Android

COMMUNICATOR Binproxy Server
(user interaction) (Users)

HOOKY \
(shared library)




Binproxy Client modules ... (cont’d)

e INJECTOR
Inject the HOOKER (.s0) 1into Target App. (running

process)

e HOOKER
Hook the java/Android standard API for analysis.
loaded as the shared library(so) developed using JNI

e COMMUNICATOR
Interactive interface for communication with user
Send/receive values for Hooking, Monitoring,

Modifying



How to implement Android Client

Implemented using JNI (Java Native Interface)

C/C++ Side Java Side

Exceptions
Functions

Libraries Classes

VM

- Get the method Information loaded

- Define/Prototype new function (native) for target
function (method)

- Call Original Method from new function.

- Monitor/Modify a argument/return value



How to implement ... (Cont’d)

z Define new native function

original method
ative function
idge)

1 Find Class/Method
(dvmFindXXXX)

Call the original function

from new native function
(callback) Monitor/Modify &

¢< >




How to implement .. (Cont’d)

void* bp_sb_comparetocase(INIEnv *env, jobject obj, jobject str)

S,

Call <return type> Method

T

.

( JNIEnv *er
-~ -
d, &sb, env); .
E aIgs )
CallByteMethod( JNIEnv *env, job

Send_Bp (" BeY sb.method_name, (*g

A~ a v ™ 1 o TN TR e e I I
Recy Bp{&grqg), jchar CallCharMethod( JNIEnv *env, job

PNt Salin N L NT N -y

coup_e u..‘-_uu_l_-_:.‘._;_..'_'_ll JINLEIIV ’L:..‘-'r

int res = {(*env)-=Cal lIntMethodA( 4ID. args )
dalvik_postcal L(8d, &sb);

£l Aa . ~ o 4 hened [ INTEMmSr X mey
]+10ac callr_oatlketihcc | JN1ENV el

2 \ FallI TrhtEMaots*IhAam | TNTEny *on TA T
<10 CAlAlNIUMeLTIOC | JINLINV env, CD e

Send_Bp{"After", sb.method_name, res] J =34 R - J

- - = Y ANy - 17T AN AN TAT T R v e Yy s AW
R.-_-,I;'-,-'_E:;_n:&l qu jiong CallLongMethod( JNIEnv *env, 70D
jobject CallObjectMethod( JNIEnv *env,
close{c_sock); e )
'...--_].: ]
ishort CallShortMethed( JNIEnv *env,

return res;

v - -

. ; ! L
void CallVeoidMethod( JNIEnv *env, 7jobj




DEMO - PoC for Android App

DEMO



l Let’s Crack

Password-Protection

RETURN



Wy

Let’s Crack Application
ARG. & RETURN



How to make?

Ways of build i10S client & PoC




Key Requirements = How To hook ..

@ We can use for hooking 1n 10S:
a. Cydia Substrate for 10S
b. fishhook
c. Mach-0O-Hook



How to implement 10S client

@ Use a CydiaSubstrate
a. Why CydiaSubstrate?
-> verifiled stability

@ Most of Apps in Cydia are use a
CydiaSubstrate!

@ Component of CydiaSubstrate
a. MobileHooker
b. MobilelLoader
c. Safe Mode



Key Requirements - What & How

extract...

®@ Mach-0 File Format

Header

Load commands

Segment command 1
Segment command 2

Data

[}

Section 1 data

4

Section 2 data

Segment 1

Section 3 data

) 4

Section 4 data

A

Section 5 data

Segment 2
A A

Section n data




Key Requirements - What & How

extract...

® API

LC_SYMTAB

Symbol Table

String Table

Offset
0000CDCC

0000CDDO

0000CDD1
0000CDD2

0000CDD4
0000CDD8
0000CDDC

0000CDDD
0000CDDE

0000CDEQ

Data
00000CA7

01

00
0500

00000000
00000CAF
01

00
0500

00000000

Description
String Table Index

Type

00

01

Section Index
Description

0

Library Ordinal
Value

String Table Index
Type

00

01

Section Index
Description

0

Library Ordinal
Value

Value
_socket

N_UNDF
N_EXT
NO_SECT

REFERENCE_FLAG_UNDEFINED_NON_LAZY
5 (1ibSystem.B.dylib)

0

_Sstrcmp

N_UNDF
N_EXT
NO_SECT

REFERENCE_FLAG_UNDEFINED_NON_LAZY
5 (1ibSystem.B.dylib)
0




Key Requirements - What & How

extract...

®@ Objective-C and User Function Address

LC_FUNCTION_STARTS

Function Starts

Offset

0000C4EC
000OCAEF
0000C4F1
0000BC4F2
0000C4F3
0000C4F4
0000C4F6
0000BC4F7
0000C4F8
0000C4F9
000OC4FA
0000C4FB
0000C4FC
0000C4FD
000OC4FE
000OC4FF
0000C500
0000C501
0000C502
0000C503
0000C504

Data
95D301
BC@3
44
44
74
D4@3
28
30
28
30
3C
60
30
30
30
30
30
1C
2C
2C
9001

Description Value

ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28
ulebl28

@xA995
0xAB51
@xAB95
@xABD9Y
@xAC4D
OxAE21
OxAE49
@xAE79
OxAEAL
OxAED1
@xAF@D
OxAF6D
OxAF9D
OxAFCD
OxAFFD
0xB02D
0xBO5D
0xB079
OxBOAS
@xBeD1
0xB161

_SendLoginCheck
-[ViewController viewDidLoad)]
-[ViewController didReceiveMemo... ...
-[ViewController textFieldShouldR... ...
-[ViewController LoginButton:]
-[ViewController loginPassword]
-[ViewController setLoginPassword:] ...
-[ViewController infoMsg]
-[ViewController setinfoMsg:]
-[ViewController .coxx_destruct]
-[AppDelegate application:didFini... ...
-[AppDelegate applicationWillResi... ...
-[AppDelegate applicationDidEnte... ...
-[AppDelegate applicationWillEnte... ...
-[AppDelegate applicationDidBec... ...
-[AppDelegate applicationWillTer...
-[AppDelegate window]
-[AppDelegate setWindow:]
-[AppDelegate .cxx_destruct]
_main
_objc_autoreleaseReturnValue$shim

. 0000AS94
.. 0000AB50

0000AB94
0000ABDS]

.. 0000AC4C
... 0000AE20

0000AE48

... 0000AE78
... 0000AEA0D
... 0000AEDO

0000AFOC
0000AF6C
0000AF9C
0000AFCC
0000AFFC

... 0000B02C
... 0000B05C
.. 00008078
.. 0000B0A4
... 0000BODO
. 00008160




How to implement 10S client

® Target API and method selection
a. Extracting Objective C classes &
methods
b. Extracting API lists
c. Finding out user-defined function’s
args and types

® Monitoring an entire method and API by

using hooking (Logging?) (Loggling?)



DEMO - PoC for 10S App

DEMO



8@ svizg oF HY I $5E 2% 9O ©» E 29X 3:13

Gf|A p 50 ) | : || iksui-iPhone g
iksui-Mac:Desktop iks$ python Sampledpp_server.| A& ot & 2 3:13 Jm— % g
('Server Port : ', @
D ”3 - ﬁ PYTHON
. SampleApp_serv. Ol.server Test App
- er.py
}lE' FaceTime 2 7HBicH
‘ -
PYTHON JAR

Activator Cydia SampleApp SBSettmqs binproxy_server html burpsuite_free_
X % -pYy v1.6.jar

iksui-Mac



Anything else?

Future Works




Implementation Methods

e How to obtain a target application’s
function list and detail informations of
the function

@ How to utilize database information to
distinct functions



Additional Functions

arbitrary function execution
arbitrary code execution

memory scan and patch

function control based on script
languages

® disassemble and decompilation

And...
®@ Performance Improvement
® Additional OS Support



151 150

Any Other Questions or Comments?

email : binproxy@0-day.me



